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Secure information network goal of AFRL's Rome site

by Fran Crumb, I nformation Directorate

ROME, N.Y. — A secure, fiber-optic computer network is the
goal of a $3,938,051 contract awarded by the Air Force Re-
search Laboratory Information Directorateto BBNT Solutions
of Cambridge, Mass.

Thetwo-year contract, “ Building the Quantum Network,” is
funded by the Defense Advanced Research Projects Agency
of Arlington, Va., under its Quantum Information Science and
Technology (QuIST) program. QuI ST seeksinnovative research
both in underlying information technol ogy and in scal able com-
ponent technology for quantum information systems. Thegoal
is to demonstrate the potential for practical use of quantum
effectsin communication and computation. DARPA isprima-
rily interested in projects that offer simultaneous advancesin
underlying ideas, algorithms, architectures, and scalable com-
ponents.

“BBNT engineerswill be devel oping cyber network testbeds
for distributing security cryptography keys,” said Dr. Donald J.
Nicholson, program manager in the directorate's Information
Grid Division. The ultimate goal of research under this contract
isaphysically assured, secureinformation network. Thetech-

nology could eventually have numerous civilian applications,
sinceit will protect information being transferred viaan inter-
net.”

Nicholson said the agreement covers the first two years of
thefive-year QuIST program. BBNT will subcontract with Bos-
ton University and Harvard University to design and build the
world'sfirst Quantum Network, delivering end-to-end network
security viahigh-speed Quantum Key Distribution. Research-
erswill also test that network against sophisticated eavesdrop-
ping attacks. As an option, an ultra-high-security network will
befielded through commercial fiber optic linesacrossthe metro
Boston areaand operated between Boston University, Harvard
and BBNT.

The quantum network will provide extremely high levels of
communications security for high-speed data streams and will
befully compatiblewith the standard I nternet architecture. Se-
curity will be based on physical laws rather than classic public
or secret key techniques and will remove any concerns about
traffic compromise dueto the possible vulnerahilities of public

key cryptography. @



